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NBG implementation



NBG Open Bank API sandbox
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NBG Open Bank API sandbox
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initialize | | bank !
sy ; S ' ~ other - |
export ELE ' | users
. R USEr ek e e S S s e
upload | .~ cancreate (private) accounts
edit Eamee “can create users (user aliases)
: : . : public accounts !

__________________________________

___________________________________

can grand access to accounts

__________________________________

can make payments , CREGE oy :

____________________________________________________________________________

____________________________________________________________________________________________________________________

other banks



Http_HeaderS

sandbox_id

application_id

user_id

provider, provider_id, username



Http_Headers_& endpoint structure

= - = ' —

sandbox_id

application_id

user_id

provider, provider_id, username

/banks/[BANK _ID]/



API structuhe

. Users

= Accounts

Views & Permissions

Other Accounts (counterparties)

Transactions

Payments




account #1

"id": "5938FB22-352B-46FA-BDF2-F6AA3140404E",
"label": "Label",
"bank TidPhe "8ca8a7e4—6d02—48e3—a029—0b2bf89de9f0",
“aricews, aviai FablTe i3

i d S ewne s

"short -name": "Owner",
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/my/accounts
Imy/banks/[BANK _ID]/accounts/[ACCOUNT_ID]/account

/banks/[BANK [ID]/accounts/[ACCOUNT _IDJ/[VIEW _ID}/account



account #2

"id":"8ca8a7e4-6d02-48e3-a029-0b2bf89de9f0",
"label":"String",
"bank_id" :"8caBa7e4-6d02-48e3-a029-0b2bf89de9£f0",
"account routing":{
"scheme" :"IBAN",
"address":"GR89 3704 0044 0532 0130 00"
________ }
| GET-! } ]

________

/banks/[BANK ID]/accounts

/banks/[BANK [D]/accounts/private

/banks/[BANK ID]/accounts/public

Imy/banks/[BANK _ID]/accounts/[ACCOUNT_ID]/account
/banks/[BANK [ID]/accounts/[ACCOUNT _IDJ/[VIEW _ID}/account



account #3

________

/banks/[BANK ID]/accounts
/banks/[BANK [D]/accounts/private
/banks/[BANK ID]/accounts/public

/my/accounts

./my/banks/[BANK |D]/accounts/[ACCOUNT _ID]/account

I/banks/[BANK ID]/accounts/[ACCOUNT _ID)/[VIEW _ID}/account

"id": "8ca8a7e4-6d02-48e3-a029-0b2b£f89de9f0",

"label": "not assigned",
"number": AP S
"owners": [

{ .
"id"™: "5995d6a2-01b3-423c-al73-5481df49bdaf",

"provider": "NBG",
Sehbsptl g esnae ' . T NBEY
}

1,
"type": "SAVINGS",

"balance": {
AT e = Y BT by A T A s
Yarmogrrtt e oM

} ’ i :
"IBAN": "GR1301720530005053000582373",

"swift.bic": "ETHNGRAZS:

"bank id": "1ba06626-8924-4abd-a754-b783e6ff9%a72",~

"account routing": ({ |
"scheme": "IBAN",

"address": "GR1301720530005053000582373"



: _ ; “user 1d":"8caB8aTed=6d02-48e3-a029-0b2bT89dEIT0";
aC Count #4 ; i "label":"NonelLabel",
"type":"SAVINGS",
‘ - — — S S "balance": {

"currency":"EUR",
"amount":"10"

s
“branch i1d":"8ca8a7e4-6d02-48e3-a029-0b2bf89de%£f0",

"account routing":{
"scheme" :"IBAN",
"address":"GR1301720530005053000582373"
}

_________

/banks/[BANK_ID]/accounts/[ACCOUNT _ID]



{ permission
~"j_d":"123", "user":{ :

"short name":"short name", "id":"5995d6a2-01b3-423c-al73-5481df49%bdat",

"description":"description", "provider" :"NBG",

"display_name":"NBG"
"aliasP"EUNone", b
"hide_metadata_if_alias_usedﬁ:true, "views": [{

"can_[addldeleteIeditlsee]'[option]":true/false, B cmt o A RS

i "is public":true,

sshiort yame " v SO T trname™,
"description":"description",

"is public":true,

"alias":"None",

“hide metadatasis-al tas Gged  rerue,

"can_faddldeleteleditlsee]_[option]":true/false,

views & permissions



attribute option

sample

comment add, delete, -
corporate_location add, delete,
image ‘ add, delete,
image_url add,
more_info ’ add,

open_corporates_url  add,

p_hys.ical_location add, delete,

private_alias add,
public_alias . add,
tag add, delete,
url ‘ add,
where_tag add, delete,
owner_comment edit

can_add_comment, can_delete_comment,

view composition

#1



attribute option sample
comments see can_see_comments
corporate_location see

images see

image_url see

more_info see

open_corporafes_.url see

p.hys.ical_location | see

private_alias see

public_alias see

tag see

url see

where_tag see

view composition #2



attribute

bank -‘account

other account

sample

balance

bank _name

currency
iban
label

national_identifier .

number
owners
swift_bic
type
kind

metadata

X
X

X X X X X X X X

X

view composition #3

can_see bank account_balance

can_see_bank-account_bank_name,
can_see_other_account_bank_name



attribute | sample

amount can-see_transaction_amount
_ba-Iance : . {'can_see_transaction_balance
currency |
description
finish_date
metadata
o_the»r_bank_accoQ'nt
start_date
this_bank_Account ;

view composition #4



view operations

________

_________________

________

________

________

_________

_________



other_accouht #1

________

"physicaltlocatfon¥ait

T AL BB LS i 2 e

Hfohgittucdel s re i

"date": "2013-01-22T00:08:002",
MR SEs e

"id": "5995d6a2-01b3-423c-al73-5481df49bdaf",

"provider": "NBG",
"display name'™: "NBG" }

...Jother_accounts

...Jother_accounts/[OTHER_ACCOUNT - ID]

...ltransactions/[TRANSACTION_ID]/other_account

"id": "5995d6a2-01b3-423c-al73-5481df49%9pdaf",
"holder": { ;

Vrame N T QBRI
"retalias r-true

Y7

"number™ s "123",

Akind™: "3456",

"IBAN": "UK234DB",

Yewrli bl e ¢ S"UK1232TDBYY

"bank": {
“natrorsdcidenti frSr S NBEY
Yname™ s NBG"

b

"metadata": {
Ypab IFC el IS T NN
Uprrvake @l Tast e BNONE"; :
P TeROR TR O u de g mesE - g2 T
WRE = deve lopewmanRg. gr';
"image URL": "developer.nbg.gr",
"open corporates URL": "developer.nbg.gr",
"corporate location": ({

"latitude": 1.231,
e naittud eyl =235k

\; "date": "2013-01-22T00:08:00z",

TMuser": {
"id“$.fé995d6a2—0lb3~423c—al73—548ldf49bdaf",
"providef"\z\"\NBG", .
"display_name"?~ﬂN§G"

} et S

i 7 : WS

"physical - 1ocationls vt ars e — -



other_accouht #2

"name": "my rent pay",

"other account routing scheme": "IBAN", :
"other accolnt®routing ‘address®: ""7987987-2348987-234234",
"other BankKMmequE g scheme ™= "BICYY

"other bank routing address™": ."123456",

"other “branch roursng-Scheme™: "NBG

"other branch routing addfesal“#ithens",

"is beneficiary": true '

/banks/[BANK_ID]/accounts/[ACCOUNT_ID] /[VIEW_ID]/counterparties | post |

/banks/[BANK _1D]/accounts/[ACCOUNT _ID)/[VIEW_ID)/[[OTHER_ACCOUNT ID] | PosT | i PuT
.../metadata/more _info
.../metadata/physical_location

.../public_alias



i

transaction #1

"counterparty": { €E=r oo e
"id": "c3d9bfl7-d58d-4daa-alee- 782104a7d803"

"holders": {

"name": "XIIANIOX EYXTPATIOX NEKTAPIOX",

A (TR e ek falsé_
} 7
. "number": "10591438667",
et e nel™ s s 1EES 5

ETBAN" : "GR6301101050000010591438667"

"swift bic": "ETHNGRAA",
"bank" : {

"name": "NATIONAL BANK OF GREECE S.A.",
"ETHNGRAA"

"national identifier":

— o — S
==
=

L (e AT EC T O OB S
"account": {
g R R E b E FERST68 -4 7 de=88al-590Edc8fce30"
"holders": null, ;
“"number": "09575973632",
Rt s nul l;
"IBAN": "GR1501100950000009575973632",
~~"swift bic": "ETHNGRAA",
"hank¥ L {
"nameJ?‘lNgTIONAL BANK OF GREECE S.A.",
"national_iaengifier": "ETHNGRAA"
} ~

~
~

b N
"counterparty":+ {..}, -7
"details": {
AR GAyA O ST o ol b i b
s oR TR TOn S s N B
L ox0) S et AL :
"completed": "2017-06-23T10:46:202",
"new balance": {
et renCyea trF iR
"amount": "3340.06"
by
"valuet:. {
U Een Gy iy i LR
"amount": "-11.00"

banks/[BANK ID]/accounts/[ACCOUNT _ID]/[VIEW _ID]/transactions

[[TRANSACTION_ID]/transaction



. i L (e AT EC T O OB S
. ; "account™: A '
tr‘ansact 1on #2 o ‘ > Ml e "flfbff6f—168f—47de—88a1—595f.dc8fC630","
"holders": null, G
: % ” oz “"number": "09575973632", : .
Rt s nul l;
"IBAN": "GR1501100950000009575973632",

custom headers ‘ = e o IO

obp_sort_by [default value: "completed" field] » "name": "NATIONAL BANK OF GREECE S.A.",
obp_sort_direction [default value: DESC] ’ : e L R e
obp_limit [default value: 50] ' ; =

obp_offset [default value: o] ;Z‘gizparfy hoiel

obp_from_date [default value: date of the oldest] "type": null,

"d iption": "TEST1l NBG",
obp_to_date [default value: date of the newest] ,,pizi;,’i:liﬁll -

"completed": "2017-06-23T10:46:202",

date format: yyyy-MM-dd'T'HH:mm:s5.555'Z' | b T

et renCyea trF iR
"amount": "3340.06"

} 14
________ ' Uy a dedes - {
i GETE ‘ : 7 "currency": "EUR",
f;:;: ______________________________________________________________________________________________________________________________________________ "amount": "-11.00"
o
my/banks/[BANK _ID]/accounts/[ACCOUNT _ID]/transactions Pt
}

banks/[BANK ID]/accounts/[ACCOUNT _ID]/[VIEW _ID]/transactions

[[TRANSACTION_ID]/transaction



"id": null, A
s Taccounta T L 1y

tpansaction s 25 ST _'_,,———’ i i e e s = ' |

BRrpa " edetariag: | e
TS e e e "type": null, : \
<%_N.—"’ ' 3 : "description": "AAAAA@l.: ", \
: : e e e he e =
"id": "flfbff6f-168f-47de-88al1-595fdc8fcel30", ° P ) 4 v
' "new balance": {
"holders": null, =
"currency": null, "other account": {
"number": null, e
. - : "amount": null "metadata": null,
Wkeind™e nl-Lds _ ) wigh: 11
"IBAN": null, : ; : sitt
: y X f "value": { "holders": {
Wowil fmbareiiemivrl- 1, -
"oank"c ( ; . : e Ry e nd L 1, "name": "ATNQXTOX KQNXT EENOOQN",
3 - "amount": null "is alias": false
name": null, ) | =
"national identifier": null : :
) = Fir7 "number": null,
) ; "metadata": { : " e null,
: "narrative": null, MR AN e e S
"comments": null, ¥ " swAERSRE T TRl
"tags™: onpll, "bank": null
"images": null, }
"where": null
i
}

________

banks/[BANK_ ID]/accounts/[ACCOUNT ID]/[VIEW_ID]/transactions + custom headers

[[TRANSACTION_ID]/transaction



user ot =

RS e a "5995d6a2-01b3-423c-al73-5481df49bdaf",
"email": "robert.x.0.gr@example.com",
"prowkder 1d" . N2 345X 2S804
"provider": "NBG.OBP",
"username": "robert.x.0.gr",
"entitlements": {
R s
{ :
"entitlement Fdlanlofol /583=1ed 9443 5=-bl3F4=a14Te0996723";
"role name": "CanQueryOtherUser",
"bank 1d": "2B41C0F4-3B98-405E-BOB4-E7E86EA2BT724"
}

_________________

________

/roles ! GET

________

/users/[USER_ID]/entitlements | GET ! | POST |

_________________



/banks
. /banks/[BANK_ID] e
R o d— - L i A S S it : "id": "3641ff14-ca40-410c-a654-0006e0c313d5",
/bankS/[BANK |D]/branCheS : : "full name": “NATIONAL BANK OF GREECE",
e ; . "short name": “NBG", : :

/banks/[BANK_ID}/branches/[BRANCH_ID] R e

- v "swift_ch": null,
/banks/[BANK |D]/atms "national identifier": null,

: "bank routing": {

/banks/[BANK_ID)/atms/[ATM_ID] ‘ "scheme”: "BIC",

"address": “ETHNGRAAA"

/banks/[BANK ID]/products P | } }
/banks/[BANK_ID}/products/[PRODUCT CODE] |
/banks/[BANK [D]/transaction-types

/banks/[BANK [D]/transaction-request-types

/banks/[BAN K_I D]/crm-events



Branches

'/banks .
/banks/[BANK_ID]

. /banks/[BANK_ID]/branches

' Ibanks/[BANK_ID}/branches/[BRANCH_ID]

/banks/[BANK |D]/atms

/banks/[BANK ID]/atms/[ATM ID]

/banks/[BANK [D]/products 3
/banks/[BANK_ID}/products/[PRODUCT CODE]
/banks/[BANK [D]/transaction-types
/banks/[BANK [D]/transaction-request-types

/banks/[BAN K_I D]/crm-events

e AR e Bt e

"name":"String",

"address": {
fimes 1 Nt Athens?s
e M At hehaety
EERE e S R ERe S
"city":"Athens",
wefatetw"ATheng!t
"postcode":"123",
"country": "Greece"

|

rlrocationtast ;
"latitude":11.45,
"longitude":11.45

}y

"lTobby": {;
"hours":"5"

s '

AR
o ared b= o LOTRL
b -
QA
"license": {
LSBT0 B A 5- 4
"name" :“LT"
g
"branch routing":{
"scheme":"String",
Yaddress": "Stirne



ATMs

'/banks

2 ' : {
/banks/[BANK D] RO SELIng ",
: foies : "name":"String",
/banks/[BANK ID]/branches S Rl ‘
: : lines It A shenas
/banks/[BANK_|D]/branches/[BRANCH_ID] S
_______________________________________________________________________I "city":"Athens",
/banks/[BANK ID]/atms i Wstate":"Athens",
i "posSTeoecEs 2l
/banks/[BANK ID]/atms/[ATM |D] : i > Mcountry® sl Gregece
_________________________________________________________________. ______ ! 2 }I
/banks/[BANK ID]/products ' ot e
, 4 , "latltude"°11 45,
/banks/[BANK _ID}/products/[PRODUCT CODE] : R e
. . "meta": {
/banks/[BANK [D]/transaction-types s license" =
~ e EAS
/banks/[BANK [D]/transaction-request-types | e e T
_ }
/banks/[BANK ID]/crm-events )



Transaction'request typéS‘

'/banks .

/banks/[BANK_ID]

/banks/[BANK [D]/branches
/banks/[BANK_ID}/branches/[BRANCH_ID]
/banks/[BANK [D]/atms

/banks/[BANK ID]/atms/[ATM ID]

/banks/[BANK [D]/products 3
/banks/[BANK_ID}/products/[PRODUCT CODE]

/banks/[BANK [D]/transaction-types

________________________________________________________________________

/banks/[BAN K_I D]/crm-events

{

SRS Sa T TLoN. T € qUESESEY Pt 1
"transaction request type":"MY NBG ACCOUNT"
} s :
{ _
“TransactIonrequest ot ypel " SEPA"
by
{
"transaction request type":"NON SEPA"
by
{
"transaction request type":"COUNTERPARTY".

bl



/banks/[BANK ID]/accounts/[ACCOUNT _ID)/[VIEW _ ID]

| GET || [transaction-request-types .

________ e i e e {
: e "transaction request types": |
/transactlon-requests {
: "value!: "MY NBG ACCOUNT",
: "charge": { -
"summary": "Warning! Default value!",
"vralue": {
"currency": "EUR",
"amount": "0.00"
by
{
alarett s S e
"charge": { ‘
"summary": "Warning! Default value!",
eyl Sag
L CRC T C Ve e (SR
N R Tha bk ec () (OHO
by,
{ -
"value": "COUNTERPARTY",
"charge": {
"summary": "Warning! Default value!",
"value": {
i BTG e e U TR
YamQun s 0.0
b1}

payment request types



/banks/[BANK ID]/accounts/[ACCOUNT IDJ/[VIEW _ D]

""""""""""""""""""""""" I "id": "8b088508-f8£8-4a2b-9c4£f-4553£f9%befd40a”,
/transactlon requests ' "type": "SEPA",
1 ey Mo oy 3 S I S s e I- 1 T O e s A
’ "bank id": "ETHNGRAA",
Taoeeunt did": "955133"

by
"details": {

e el
"bank id": "ETHNGRAA",
LagcountesisdisS EO5 983
by
VA R B L s et
"currency": "EUR",
"amount": "10"
¥
Ndegemipiziony. - "Good"
by :
transaction T dskEEs)

"e246fcb5-eacb-4997-a2e56b7a0"
1

wsita il SHERE GO M BINEREE N
VS ERE e O a= e A O 8/ ()10 S T OI02=30 02g 0,07 e
Yendadatel L2017 -09-11T00:00:002"
ehallieRge tSs=nul-ls :
"charge": { ;
"summary": "Total charges for transaction",
"value": { :
A OB g S PREL
L AmMOoIn Eikee e OV
: }
o }

payment requests



/banks/[BANK ID]/accounts/[ACCOUNT _IDJ/[VIEW _ID]

...........

"value":

CUr reneyrrs: "EUR",

"amount!: "10"
“
BTk

"iban": "GR4100110230000000000"
o ,
"description": "This is a SEPA Request",
"charge -polagy' " SHA"

payment initiation

Mid": "ad3e6654-0722-43a1-9474-07a6£9b412d4",

"type": "SEPA"’
U e ot
piler dni S50 e LI RARES

Ve C e Mmes gy <%, "
oo
"details": {
e s U
Fhdnkrdde Uy
TeCBgunis gty ol
}y
"value": { _
ol rEen cye e R
e amonIn T 2 T oadE6
Yy
"description": "The sender's description"
b :
Pesa s as " INFTIATED",
"start date": "2016-07-18T15:33:46.9501123+03:00",
"end date": "0001=01=01TQ0=00:00",
"'E FanSaCt Lol Sdsiamiinas
"challenge": ({ v ‘
"id": "7ced2dlb-b20b-4978-974c-459d64cc787d4d",
Yallowed attempts"a 1.
"Challenge type" oMo SURE
}



/banks/[BANK ID]/accounts/[ACCOUNT _IDJ/[VIEW _ID]

...........

s /,’ s { A
’,’, - Mid": "ad3e6654-0722-43a1-9474-07a6£90412dd",
7 : S, "type™: "COUNTERPARTY",
/,,’ ; RO b
,/ "bank_id"/‘/ i
= _ : "account’id": "."
9 s Jori= ‘
{ 2 II - 4 I //
"yvaluetsraf s : "detai¥s™": if
"currency"i "EUR", . . SLO NI .
"amounts : ‘:’ 17 (A ] /,’ "bank_ld" sl S 7
L : : ”,/’ mecsgunt it ot
TG s R S e e - )
"Colinterparty id": "3641ffl4-ca40-410c-a654" =------"""77777 "value": {

ol rEen cye e R

" L1 -
"description": "This is a SEPA Request", QMOTIITES o TR

"charge policy": "SHA" . b . ' X ;
} = : "description": "The sender's description”

}r :

"status": "INITIATED",

e S 0 S £ S "2016-07-18T15:33:46.9501123+03:00",
"end date": "0001=01=01T00=00:00",

"'E FanSaCt Lol Sdsiamiinas

y

"challenge": ({ v ‘
"id": "7ced2dlb-b20b-4978-974c-459d64cc7874d",
VAR UTERtat Lemp el
— "Challenge type" oMo SURE

}

payment initiation



/banks/[BANK ID]/accounts/[ACCOUNT _IDJ/[VIEW _ID]

...........

?transaction—request—types/SEPA/
i transaction-requests/ad3e6654-0722-43a1-9474-07a6£9%0412dd/

challenge

"answer": "1234" 

}

HtOH :

—_

AL "7ced2d1b—b20b—4978—974c—459d64cc787d",

{

T e A

"account id":

}r

" 11

"value": {

CANMAC NG s
"amount":

b

"description":

"EUR" x
ALigsdt;

"The sender's description"

payment challenge }

"id": "ad3e6654-0722-43a1-9474-07a6f9%9b4124dd",
"type": "SEPA",
U rema ==t
toank S 1dEasTiiE
Yaccount ARl
}
rdet aFES Y A e
"status": "COMPLETED™;>~.
"endtediee™ T 2016=07=-18T12202:33.1128748+03:00",
"transdctieh-rdsHe Sk '
"27794602"
1
"challenge": {
"id": "7ced2dlb-b20b-4978-974c-459d64cc7874d",
"allowed attempts": 1,
Yeholtengeitype + L SMEr OFPY
}I
"charge": {
"summary" :
"value": {
Serte rermeyA = U H TR
] (b AT Cat s e O

"Good" s



